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PREFACE

This document describes the Internet Datagram Protoecol. There have been :
two previous editions of this specification, and the present text draws .
heavily from them. Th»re have been many contributors to this document :
both in terms of concepts and in terms of text. :
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Internet Datagram Protocol Specification

e SERRI

Version U

1. INTRODUCTION

~.1.1. Motivation

’¥he Internet Protocol is designed for use in interconnected systems of
packet-switched computer communication networks. Such a system has
been called a "catenet¥ [1).” The internet protocol provides for
transmitting blocks of data called datagrams from sources to
destinations, where sources and destinations are hosts identified by
fixed length addresses. The internet p-otocol also provides for
fragmentation and reassembly of long ¢atagrama, if necessary, for
transmission through ®small packet? networks.

(II 1 02 . Scope _— -

7 . -~"The internet protocol is specifically limited in scope to provide the
functiona necessary to deliver a package of bits (an internet
datagram) from a source to a destination over an interconnected system
of networks. There are 1o mechanisms to promote data reliability,
flow control, sequencing, or otner services commonly found in
host=-to~host protocols.

/
1.3. Interfaces

&“’Thia protocol is called on by host-to=-host protocols in an internet
environment. This protocol calls on local network protocols to carry
the internet packet to the next gateway or destination host.

Filn R agee e

e —
.

T R

TCP segment (including the TCP header and user data) as the data
portion of an internet datagram. The TCP module would provide the
addresses and other parameters in the internet header to the internet
module as arguments of the call. The internet module would then
create an internet datagram and call on the local network interface to
transmit the internet datagram.

In the ARPANET case, for example, the internet module would call on a
local net module which would add the 1822 leader [2] to the internet
datagram creating an ARPANET message to transmit to the IMP.

§
E
1
E

4

For example, a TCP module would call on the internet module to take a

PP DUy S
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1.4, Operation

The internet protocol implements two basic functions: addressing and
fragmentation.

The internet modules use the addresses carried in the internet header
to transmit the internet packets toward their destinations. The
selection of a path for transmission is called routing. P4

The internet modules use fields in the internet header to fragment and
reassemble internet packets when necessary for transmission through )
"small packet" networks. i

EY VS

The model of operation is that an internet module resides in each host
engaged in internet communication and in each gateway that {
interconnects networks. These modules share common rules for i
interpreting address fields and for fragmenting and assembling i
i
i
|

PO R

internet packets. In addition, these modules (especially in gateways)
may have procedures for making routing decisions and other functions.

The internet protocol uses four key mechanisms in providing its
service: Type of Service, Time to Live, Options, and Header Checksum.

The Type of Service is used to indicate the quality of the service
desired; this may be thought of as selecting among Interactive, Bulk,

or Real Time, ior example. This type of service indication is to be
used by gateways to select the actual transmission parameters for a |
particular network, the network to be used for the next hop, or the
next gateway when routing an internet packet.

The Time to Live is an indication of the lifetime of an internet
packet. It is set by the sender of the packet and reduced at the

[ points along the route where it is processed. If the time to live
reaches zero before the internet packet reaches its destination, the
internet packet is destroyed. The time to live can be thought of as a
self destruct time limit,

B -

r The Options provide for control functions needed or useful in some
situations but unneceasary for the most common communications. The
options include provisions for timestamps, error reports, and special : :

. routing. Loy

The Header Checksum provides a verification that the information used
in processing internet packets has been transmitted correctly. The

] data may contain errors. If the header checksum fails, the internet
packet is discarded at once, by the entity which detects the error.

\4 v'ﬂ,‘;_.

The internet protocol does not provide a reliable communication g

[Page 2]
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facility. There are no acknowledgments either end-to-end or
hop=-by-hop. There is no error control for data, only a header
checksum., There are no retransmissions, There is no flow control.

The internet protocol treats each internet datagram as an independent
entity unrelated to any other internet datagram. There are no
connections or logical circuits (virtual or otherwise).

(Page 3]
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2. OVERVIEW
2.1. Relation to Other Protocols B

The following diagram illustrates the place of the internet protocol
in the protocol hierarchy:

Fomme—— 4+ $ommacd fmomoad [ S ——y

1Telnet! ! FTP 1 {Voicel .,,. | 1
drmemmet focmnad feaoeed frmmny
1 1 ! 1
4mmmm- + o + Feomm—
! TCP ! ! RTP ! .,. ¢ 1
tomm—ay oo —— + Y +
| 1 1
P - - -
! Internet Protocol

4+ -+

&>
-

Local Network Protocol

Ll

PR

Protocol Relationships
Figure 1,

Internet protocol interfaces on one side to the higher level
host-to-host protocols and on the other side to the local network
protocol .

2.2, Function Description

The function or purpose of Internet Datagram Protocol is to move
datagrams through an interconnected met of networks. This is done by
passing the datagrams from one internet module to another until the
destination is reached. The internet modules reside in hosts and
gatevays in the internetwork ayatem. The datagrams are routed from
one internet module to another through individual networks based on
the interpretation of an internet address. Thus, one important
mechanism of the internet protocol is the internet address.

In the routing of messages from one internet module to another,
datagrams may need Lo traverse a network whose maximum packet size is

[Page 5]
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spaller than the size of the datagram. To overcome this difficulty, a
fragmentation mechanism is provided in the internet protocol.

Addressing

A distinction is made between names, addresses, and routes [3]. A

name indicates what we seek. An address indicates where it is. A
route indicates how to get there. The internet protocol deals only
with addresses. It is the task of higher level (i.e., host-to-host
or application) protocols to make the mapping from names to
addresses. It is the task of lower level (i.e., local net or ;
gateways) procedures to make the mapping from. addresses to routes. . g

Addresses are fixed length of four octets (32 bits). An address i
begins with a one octet network number, folliowed by a three octet |
local address. This three octet field is called the "rest" field. 5

Care must be taken in mapping internet addresses to local net
addresses; a single physical host must be able to act as if it were
several distinct hosts to the extent of using several distinct

internet addresses.

Fragmentation

Fragmentation of an internet datagram may be necessary when it
originates in a local net that allows a large packet size and must
traverse a local net that limits packets to a smaller sizZe to reach

its destination.
-

An internet datagram can be marked "“don't fragment." Any internet
datagram so marked is not to be internet fragmented under any
circumatances. Intranet fragmentation may be used, however, that is
fragmentation, transmission and reassembly across a local network
which is invisible to the internet protocol module, If internet
datagram marked don't fragment cannot be delivered to ivs .
destination without fragmenting it, it is to be discarded instead. :

The internet protccol fragmentation procedure utilizes information
in three fields of the internet header: the identification, the

more-{ragments-flag, and the fragment offset,

<

R e e e

The originating protocol module of an internet datagram sets the ;
identification field to a value that must be unique for that !
source-destination pair and protocol for the time the datagram will H

: be active in the internetwork system. The originating protocol H
nodule of a complete datagran sets the more-fragments-flag to zero 3

and the fragment offset to zero.

(Page 6]
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To fragment a long internet packet, an internet protocol module {for
example, in a gateway), creates two new internet packets and copies
the contents of the internet header fields from the long packet into
both new internet headers. The data of the long packet is divided
into two portions on a 8 octet (64 bit) boundary (the second portion
might not be an integral multiple of 8 octets, but the first must
be). Call the number of 8 octet blocks in the first portion NFB
(for Number of Fragment Blocks). The first portion of the data is
placed in the first new internet packet, and the total length field
is set to the length of the first packet. The more-fragments-flag
is set to one. The second portion of the data is placed in the
second new internet packet, and the total length field is set to the
length of the second packet. The more-fragments-flag carries the
same value as the long packet. The fragment offset field of the
second new internet packet is set to the value of that fleld in Lthe
long packet plus NFB.

This procedure can be generalized for an n-way split, rather than
the two-way split described.

To assemble the fragments of an internet datagram, an internet
protocol module (for example at a destination host) combines
internet packets that all have the same value for the four fields:
identification, source, destination, and protecol., The combination
is done by placing the data portion of each fragment in the relative
position indicated by the fragment offset in that fragment's
internet header. The first fragment will have the fragment off'set
zero, and the last fragment will have the more-fragments-flag reset
to zero.

[Page 7]
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3. SPECIFICATION

3.1, Internetwork Header Format : ' -

U

3 A summary of the contents of the internetwork header follows:

0 1 2 3
01234567890123456789012345678901
totobrtetmbmbmtotobmtopmtmbmtoprpmbmtatatapupotadndmpoteted=togad
{Version! 1IHL 1IType of Service! Total Length !
e e A e T Y e S S S R e T S PR T PR PR DY L e S
! Identification 1Flags! Fragment Offset !
Lt Tl e S TR P ey e S S R Bl B L SR e Ll e  d ot O T
{ Time to Live ! Protocol ! Header Checksum 1
Lt Sl e Ll e S S P S L e P e L S DRI L T LT D LI AL AT B A L I e
! Source Address 1
Ll S T L T S L S e e e S L I P e P T2 D A e A S S R L S e et
] ! Destination Addreas !
tmtrbmpmtmtmtmbntmpmpopatatetetetmbnbutabatedatotatatotbobobedndad
1 Options 1 Padding 1
PRI TR L I L L L e e SR T P L e L S S e T D R T P L S L e RS o S

LN i PR M 5 w2

Example Internet Packet Header

Figure 2.

G TN B 8- s i, sl R

Note that each tick mark represents one bit position.

Version: &4 bits

There is a Version field which indicates the "shape," or format, of
the internet portion. This is version 4, ]

IHL: 4 bits

Internet Header Length is the length of the internet header in 32
bit words, and thus points %o the beginning of the data. Note that
the minimum value for a correct header is 5.
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Type of Service: 8 bits
4 Type of service. é

Bits 0-1: Priority.

Bit 2: Stream or Datagram.
Bits 3-4: Reliability. :

Bit 5: Speed over Relliability. . : }
Bits 6-7: Speed.

o 1 2 3 4 5 6 7

+ + + + chbonaccvhenamuponasnd

b

1 1 H

! PRIORITY ISTRM {RELIABILITY! S/R ! SPEED !

! { ! 1 1 i

+ + + + + -+ + + + 1
{

PRIORITY STRM RELIABILITY S/R SPEED ! 1

11«highest 1-STREAM 11-higheat 1-speed 11-highest ' |

10-higher O0-DTGRM 10-higher 0-rlblt t10-higher P4

01=lower . 01-lower 01=lower ' : ]

00-1lowest 00-lowest. 00=-lowest . .

The type of service 1s used to specify the treatment of the datagram
during its transmission through the internetwork system, In the
discussion (section 3.4) below, a chart shows the relationship of
the internet type of aervice to the actual service provided on the
ARPANET, the SATNET, and the PRNET. ’

Total Length: 16 bits

L Total Length is the length of the packet, measured in octets,
[ including internet header and data, This field allows the length of
a datagram to be up to 65,535 octets. Such long datagrams are
impractical for most hosts and networks. All hosts must be prepared
to accept datagrams of up to 576 ootets (whether they arrive whole
in fragments). It is recommended that hosts only send datagrams
larger than 576 octets if they have assurance that the destination
is prepared to accept the larger datagrams. 5

Identification: 16 bits ? b

An identifying value assigned by the sender to aid in assembling the
fragments of a datagram.

[Page 10)
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Flags: 3 bits
) Various Control Flags,
Bit 0: reserved, must be zero

‘ Bit 1: Don't Fragment This Segment (DF).
Bit 2: More Fragments Flag (MF).

L St Ty
Fragment Offset: 13 bits

This field indicates where in the segment this fragment belongs.
{ The fragment offset is measured in units of 8 octets (64 btits).

Time to Live: 8 bits

This field indicates the maximum time the datagram is sllowed to
remain the internetwork system. If this field contains the value
zero then the datagram should be destroyed. This field is modified
in internet header processing. The time is measured ip units of
seconds.

s e B AR i B R s

S e

Protocol: 8 bits

This field indicates the next level protocol used in the data
portion of the internet datagram, The values for various protocols
L are specified in reference [4].

Header Checksum: 16 bits y

o i

A checksum on the header only. Since some header fields may change
this is recomputed and verified at each point that the internet
header is processed,

The checksum algorithm is:

The checksum field is the 16 bit one'a complement of the one's
comploment sum of all 16 bit words in the header. For purposes of
computing the checksum, the value of the checksum field is zero,

2
This checksum is provisional and may be replaced by a CRC
procedure, as experience dictates, > I

ERaE e

(Page 11]
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Source Address: 32 bits

The source address. The firat octet is the Source Network, and the
following three octets are the Source Local Address,

Destination Address: 32 bits

The destination address. The firat octet is the Destination
Network, and the following three octets are the Destination Local
Address.

Options: variable

The option field is variable in length. The format is an
option-type octet, an option-length octet, and the actual
option-data octets. There are two special case options which have
only the option-type octet,

The option-length octet, which follows, includes the option-tLype
octet and the option-length octet in the octet count of the option
length.

The option-type octet can be viewed aa having 3 fields:

1 bit reserved, must be zero
2 bits option class,
5 bits option number.

The option classes are:

eontrol

internet error

experimental debugging and measurement
reserved for future use

W a0
n wen
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The following internet options are defined:
) CLASS NUMBER LENGTH DESCRIPTION
% 0 0 - End of Option list. This option cccupies only
i 1 octet; it has no length octet.
2 0 1 - No Operation. This option occupiea only 1
| : octet; it has no length octet.
: 0 2 i S/P/T. Used to car -r Security, Precedence,

i and user group (TCC) ivformation compatible
with AUTODIN II requirewaents.

0 3 var. Source Routing. Used t. route tne internet
packet based on informa’ion supplied by the
source,

1 1 var, General Error Report. ‘'sed to report errors
in internet packet procissing. )

2 y var. Internet Timestamp. Us:d to accumuiate

timestamping information during internet
transit. The length field i~ variable and may
change as the interne! packet traverses the
networks and gateways of the internet system.
2 5 var., Satellite Timestamp. Used as above for
special satellite network testing.

Specific Option Definitions

End of Option List

fommammwmad

1000000001

fporacoowewmd

Typez0

e This option indicates the end of the option 1ist. This might

& not ocoincide with the end of the internet header according to
the internet header length. This is used at the end of all
options, not the end of each option, and need only be used if
the end of the cptions would not otherwise coincide with the end
of the internet header.

(Page 13)
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No Operation

This option may be used between options, for example, to align
the beginning of a subsequent option on a 32 bit boundary.

S/P/T

This option provides a way for AUTODIN II hosts to send

security, precedence, and TCC (closed user groups) parameters :
through networks whose transport leader does not contain fields ?
for this information. The format for this option is as follows:

e

- e o ow g0 b chon

100000010100000100Prect Sec

foca= + -

Typex2 Lengthal

TCC

+ -+
& o= 4

Precedence: 4 bits

Specifies one of 16 levels of precedence

Security: A bits
Specifies one of 16 levels of aecurity

Transmission Contrul Code: 8 bits

Provides a means to compartmentalize traffic and define
controlled communities of interest among subscribers.

This option might be used between hosts on the AUTODIN II
network and other networks, such as the EDN at DCEC.

Source Routing

e cato + + + //mmmmmnnas
1000000111 langth | pointer! source route - I
+ + cmmpronmea——d o //eomcmmny »
Type=3 i
}
d

The source routing option provides a means for the aource of an
internet datagram to supply routing information to be used by
the gateways in forwarding the datagram to the destination,

(Page 1i]




February 1979
Internet Datagram Protocol
Specification

¥
A source route is composed of a series of internet addresses,
The pointer is initially zero, which indicates the first octet
of the source route. The segment is routed to address in the
source route indicated by the pointer. At that internet module
: the pointer is advanced to the next address in the source route.
£ This routing and pointer advancing is repeated until the source
B address is exhausted. At that point the destination may have
been reached, if not, the protocol module must attempt to route
the packet to the destination in the destination addresa field
- by the ordinary routing procedure. -

General Error Report

femm—a———- S G— + oo rmsone)/cannanmad
!

1001000011 length lerr codel id 1

fmmm—-——— frcmcanente — - //= -

= : The general error report is used to report an error detected in

processing an internet packet to the originator of that packet.

The "err code" indicates the type of error detected and the %“id"
is copied from the identification field of the packet in error,

: additvional octets of error information may be present depending

on the err code.

ey ety o

ERR CODE:

0 - Undetermined Error, used when no information is available
about the type of error or the error does not fit any defined
eclass. Following the id should be as much of the datagram as
fits in the option space,

DB b ditoie e+ was

No err codes have been defined for specific classes as yet,

B

Internet Timestamp

+ + + + b= //= +*
o 1010001001 length ! ? 1 ? ! 7 !
- 4ocncomnny + + + // +
o Typesb8
A No information is available on the specific format of
1 Timestamps.

[Page 15]
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Satellite Timestamp

’ : tm———— + + + + // + :
1010001011 length ! ? 1 ? 1 ? 1 Ly
- + + + + // + ;
Type=569

No information is avallable on the specific format of . : {
Timestamps. .

Padding: variable

———

The internet header padding is used to ensure that the internet
header ends on a 32 bit boundary. The padding is zero.

3.2. Discussion

The basic internet service is datagram oriented and provides for the
fragmentation of packets at gatewuys, with reassembly taking place at
the destination internet protocol module in the destination host. Of L
course, fragmentation and reassembly of packets within a network or by
private agreement between the gateways of a network is also allowed
since this is transparent to the internet protocols and the
higher-level protocecls. This transparent type of fragmentation and
reassembly is termed "network-dependent” (or intranet) fragmentation
and is not discussed further here.

Internet addresses distinguish sources and destinations to the host
level and provide a protocol identification field as well., It is
assumed that each protocol will provide for whatever multiplexing is
necessary within a host.

Addressing

The 6 bit network number, which is the first octet of the variable i
length address, has a value as specified in reference [4]. : !

The 24 bit local address, assigned by the local network, should
allow for a single physical host to act as several diatinct internet

“ hosts., That is, there should be mapping between internet host
addresses and network/host interfaces that allows several internet .
addresses to correspond to one interface. ﬁf

Fragmentation and Reassembly.

The internet identification field, (ID), ia used together with the
source and destination address, and the protocol fields, to identify
packet fragments for reassembly.

[Page 15]
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The More Fragments flag bit (MF) is set if the packet is not the ) i
last fragment. The Fragment Offset field identifies the fragment - |
number, relative to the beginning of the original unfragmented :
! packet., Fragments are numbered in units of 8 octets. The
' fragmentation strategy is designed so than an unfragmented packet
' has all zero fragmentation information (MF =z 0, fragment offset =
' 0). If an internet packet is fragmented, its data portion must be
broken on B octet boundaries.

This format allows 28%13 z 8192 fragments of 8 octets each for a
total of 65,536 octets. Note that this is consistent with the
datagram total length field.

B ] b 8 Y

When fragmentation occurs, options are generally not copied, but
remain with the first fragment. Some options, such as source
routing, must be copied, however. For concreteness, an example of a
fragmented packet is illustrated in example 2 below. :

e ey

L IR

Every internet module must be able to forward a datagram of 68
octets without further fragmentation. This is because an internet
header may be up to 60 octets, and the minimum fragsent ig 8 octets.

Every internet destination must be ab. . to receive a datagram of 576
octets either in one piece or in fragments to be reassembled.

The fields which may be alfected by fragmentation include:

St Pt s Bl 5wl

(1) options field

(2) more fragments flag

(3) fragment offset

(4) internet header length field
(5) total length field

(6) header checksum

O LE TEEN

If the Don't Fragment flag (DF) bit is set then internet
fragmentation of this packet is NOT permitted, although it may be
discarded. This can be used to prohibit fragmentation in cases
where the receiving host does not have sufficient rescurces to
reassemble internet fragments,.

VSRR Iagal M bt 18k,
ey 2nx-smind

The choice of this Identifier for a datagram is based on the need to
provide a way to uniquely identify the fragments of a particular
datagram, The protoccol module assembling Iragments judges fragments
to belong to the same datagram if they have the same source,
destination, protocol, cnd Identifier. Thus, the sender must choose
the Identifier {c be unique for this source, destination pair and
protocoi for the time the datagram (or any fragment of it) could be
alive in the internetwork.

————

N X

e
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It seems then that a sending protocol module needs to keep 2 table
of Identifiers, one entry for each destination it has communicated '
with in the last maximum packet lifetime for the internetwork.

However, since the Identifier field allows 65,536 different values,
some host may be able to simply use unique identifiers independent
of destination.

It is appropriate for some higher level protocols to choose the
identifier. For example, TCP protocol modules may retransmit an
identical TCP segment, and the probability for correct reception
would be enhanced if the retransmiasion carried the same identifier
as the original transmission since fragments of either datagram
could be used to construct a correct TCP segment.

Type of Service

The type of service (T0S) is for internet service quality selection,
The type of service is specified along the parameters priority,
reliability, and speed. A further concern is the possibility of
efficient handling of streams of datagrams,

Priority. An independent measure of the importance of this
datagranm,

Stream or Datagram. Indicates if there will be other datagrams from f
this source to this destination at regular frequent intervals
-Justifying the maintenance of stream processing information.

Reliability. A measure of the level of effort desired to ensure t

delivery of this datagram.
Speed over Reliability. Indicatea the relative importance of speed
and reliability when a conflict arises in meeting the pair of
requests, : |
v _ l
Speed. A measure of the importance of prompt delivery of this ) [
datagram.
i
1 {,
b
W
i 14
i .
i
[{Page 18]
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The following chart presents the recommended mappings from the !
internet protocol type of service into the service parameters i
actually available on the ARPANET, the SATNET, and the PRNET: g

LD Ll D L D o » + - + - £
1Application | INTERNET { ARPANET 1| PRNET ! SATNET ! é
o mw e - + - + + - - o o Z
1 TELNET ! P:stream ! T: 3 1 R: ptp ! T: block ! 3
! on ! S:fast 1 S: S ! A: no { D: min ! E
t TCP ! R:normal 1 ! ! H: inf | ES
1 i P:speed 1 1 ! R: no 1 E
e g tommmm— + o= bormean + ER
{FTP ! P:stream | 0 ! R: ptp ! T: bloek ! e §
! on ! S:normal | S: M ! A: no ! D: normall E !
t TCP ! R:norma) ! ! ! H: 4inf ! 2 ;
! IP:reliable! 1 ! R: no ! EO
hom———— + + PR + - ® i
tinteractive | P:stream®*! T: 3 1 R: ptp 1 T: stream! 7 !
Inarrow band ! S:asap ! S: S ! A: no 1 D: min ! P
! speech 1 Rileast | 1 1 H: short | ]
! ! P:speed ! ! ! Rt no ! § ;
Srmcavencas - +* { - + - + i
{datagram 1P:datagram! T: 3 or Q0! R:station! T: block ! %
! ! S:fast ! S: S or Ml A: no 1 D: min ! P
! ! R:normal | | ! H: short ! i
! | P:speed | 1 1 R: no 1 i
- -t + T O + + H
key: Pzpackage T=ztype Rzroute Tztype f
S=apeed S=zsize Azack D=zdelay :
R=reliability H=holding time H
Pspreference Rzreliability ;

etk

#zrequires stream set up

s

Time to Live

Shet,

The time to live is set by the sender to the maximum time the
datagram is allowed %0 be in the internetwork system. If the
datagram is in the internetwork system longer then the time to live,
then the datagram should be destroyed. This field should be
decreased at each point that the internet header is processed to
reflect the time spent processing the datagram. Bven if no local
information is available on the time actually spent, the field
should be decremented. The time is measured in units of seconds
(i.e. the value | means one second). Thus, the maximum time to live
is 255 seconds or 4,25 minutes.

e T

A

(Page 19]
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Options

The options are just that, optional. That is, the presence or
absence of an option is the choice of the sender, but each internet
module must understand how %o process every option.

Checksum

The internet header checksum is recomputed if the internet header is
changed owing to additions or changes to internet options or due to

fragmentation. This checksum at the internet level will protect the
internet header flelds from transmission errors.

Changes to the source, destination, protocol, or identification
fields or the data of the datagram are not permitted since these
fields may be covered by a higher level end-to-end checksum.

3.3. Examples & Scenarios
Example 1:

This is an example of the minimal data carrying internet datagram:

0 1 2 3
01234567890123456789012345678901
ot bmtmtetnpatnpopatotpntnbabebotmtetetcbutatatatapnpadopatapasd
IVer= 4 1IHL= 5 1Type of Service! Total Length = 21 1
Bt o2 L PE PR PR S A PR ST TR LR S S A T ST L
| Identification = 111 1F1g=01 Fragment Offset = C i
T ok ot et ot R T L R P e e R S R R S DY B T e et
| Time = 123 1 Protocol = 1 header checksunm {
b=ttt ntetatbatatetatctntotbrtotmtotatatatatepatafatapodotatatb
1 source address $
Fodmpapampatetnbotapotatatebotatoprbototmbatatatbatarubabaped=tatad
1 destination address 1
topmprnpububapnbmtotntatbatatbotepotatatopmtatapatapatatapepagataded
1 data 1
N ot oY T T e

Example Internet Datagram
Pigure 3.
Note that each tick mark represents one bit position,
This i3 a internet datagram in version 4§ of internet protocol; the

internet header consists of five 32 bit words, and the total length

[Page 20]
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of the datagram is 21 octets. This packet is a complete datagram
(not a fragment).

Example 2:

In this example, we show first a moderate size internet datagram
(552 data octets), then two internet fragments that might result
from the fragmentation of this datagram,

o] 1 2 3
01234567890123456789012345678901
ke et o e e e e O s St O LTS
tVer= 4 {IHL.z 5 1Type of Servicel Total Length = 552 !
T e e e S R T L ey et St Ty e et S DL LD DR R Bl el e st st ]
1 Identification = 111 1Flg=01 Fragment Offset = 0 |
B S e L ot A e T L e L TS
1 Time = 123 1 Protocol = 6 ! header checksum 1
B T T L e e et e s s S R ek s ot ot 3
! source addreas 1
B T S B L L N N e et
L destination address !
B e e R e L T ot e et ot
1 data !
B e S e L ot A s Al s s s st St T D S
| data !
\ \
\ \
{ data 1
B e o ot T S A e S l ot ok ot Tt TR S TS Y
1 data 1

B e T T A o Y

Example Internet Datagram

- Figure L,

[Page 21]
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Now the first fragment that results from splitting the datagram
after 255 data octets.

: 0 1 2 3
: 01234567890123456789012345678901

ot ot Tt T e A S T P e T L T R T T L S T S A
iVer= 4§ 1IHL= S 1Type of Sevice! Total Length = 276 1
ttepatatntotpmtatatotatotatbatatototbmtotabetatobeobrbnttatapopatadt
! Identification = 111 {Fig=11 Fragment Offset = 0 | i
B e s aah et S e L e e R LT T e e e T s st st ot 2 {
! Time = 119 1 Protocol = 6 Header Checksum 1 |
B T s e e e ks o SR TR P P EE B R
L scurce address !
B T ot e e et o N S e et ot o S L L
1 destination addreas "
tobopmtmtatatotapobatetatbatabatetetatotapapetogatatapadat rofodat
! . data 1
tatatmt—tobetabntmtmtototapnpotatotnpapatbatetatatatapapotntetpatet
| . data !
\ \
\ \

. ! data {
Bt o ot S R T ot ot b T e a4
1 ' data !
bobotmtatotatotubatbatotatetobapotaputetatapapetontgapapabatatadatat

Example Internet Fragment

Figure 5,

S

1+
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. And the second fragment. f'
= 3
!
. 0 1 2 3 '
i 012345678901234567890123U45678901
é T e e e e o ot T T T ot T T e
N tVer= 4 1IHL= 5 {Type of Service! T ,al Length = 296 !
H B e s e T A L L e e o Tt
= ! Identification = 111 1Flg=0! Fragment Offset = 32 1
z e e aal T St aa s E
= ! Time = 119 1 Protocol = 6 1 Header Checksum ! 4
- tobmpmpotopatatafetapapatatpapapapniepodotebodedododndedantatndodad >
! source address ! ]
dodmdmpobatapataputnfopopadadatepadndopedododndntepadododatdededod 5
! destination address 1 %
B ot T T T o o st i T et Tt T T R S )
1 data . | 3
: totonpmtatnpepmtmpopmtmpafubobedatmbopadatobadomtdatetotopapadapodet K
; 1 data _ ! E
: \ \ z
; \ < i
; 1 data !
; B o B e T g e o O as 4
L 1 data ! -
i T o 4
E Example Internet Fragment é
‘ Figure 6, 4
3 b
o i ]
[ ,i
,;V!' -“
g J
£
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Example 3:

Here, we show an example of a datagram containing options,

0 1 2 3
012345678901234567890123456789¢01
dotetbataputatbotaiatatatotetatatatatapatatatatotatatatnpotatatatad
1Verz 4 1IEL= 8 {Type of Servicel Total Length = 576 1
B e Lt L e e e L T e e e o T e e P T S s g s
1 Identification = 111 {Flg=01! Fragment Offset = 0 |
B L T O e S R T T TP PR P PR P e T LY B a2 S s
f Time = 123 { Protocol = 6 1 Header Checksunm 1
e o T R e o e el S TEL R TS 2R AR PR S 2 S L 2
i source address 1
bobmbmtmbmtmb et bnpedntapafutapntotapotatotatotetatatmpebadatadad
1 destination address !
ot mbmpofototutatapmtotmtapotmpatapetotapototnpototapatnpopopopod
1 Opt. Code = x ! Opt. Len.,= 3 ! option value | Opt. Code = x !
B ot Ty e T O o S Tt et ek et ot T e e e
. Opt. Len. = 4 ! option value 1 Opt. Code = 1 !
e ot T T e s e et sl s el e et St R T T e e e
! Opt. Code = y ! Opt. Len. = 3 ! option value ! Opt, Code = 0 1
B T Tt T S T L o S s ot Ko A S A s A s &
1 data 1
\ : \
\ \
1 data !
R L o Ly o ot o2 T e S 2 Y
1 data 1
B T T Gt ot o ot ot o T T

Example Internet Datagram
Figure 7.
3.4. Interfaces

Internet protocol interfaces on one side to the local network and on

the other side o either a higher level protocol or an application

prograc. In the following, the higher level protocol or application

program will be oalled "the user™ since it is using the internet

sodule, Since internet protoocol is a datagram protocol, there is no ‘\\
menmory or state maintained between datagram transaissions, and each

oall on the internet protocol module by the user supplies all the

neceasary information.

(Page 24]
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| : For example, the following two calls satisfy the requirements for the
¥ : user to internet protocol module communication: “

; SEND (dest, TOS, TTL, BufPTR, len, Id, DF, options z> result) F
| -1

vhere:

dest = destination address
TOS = type of aervice
TTL = time to live
BufPIR = buffer pointer
len = length of buffer :
Ié = ldentifier i
DF = Don't Fragment 1
optiona = option data .
result = response
0K = sent ok N
Error = error in arguments or local network error i

RECV (BufPTR s> result, source, dest, prot, TOS, len) .

where:

BufPTR = buffer pointer
[ result = response
: 0Kk = received ok
: Error = error in arguments
source = source address
dest = destination address
prot = protocol
TOS = type of service
len = length of buffer

At e

[ N

When the user sends a datagram, it executes the SEND call supplying
all the arguments. The internet protocol module, on receiving this
oall, checks the arguments and prepares and sonds the message, If
the arguments are good and the datagram is accepted by the local
network, the call resturns successfully, If either the arguments are
bad, or the datagram is not accepted by the local network, the call
returns unsuccessfully. On unsuccessful returns, a reasonable
report should be made as to the cause of the problesm, but the
detalls of such reports are up to individual implementations,

When a datagranm arrives at the internet protocol module from the
looal network, either there is a pending RECY call from uger
addressed or there is not, In the first case, the pending oall is
satisfied by paseing the information from the datagram to the user.
In the second ocase, the user addressed is notified of a pending

{Page 25]
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¢ datagram, If the user addressed does not exist, an error datagran 7

oA

is returned to the sender, and the data is discarded. .

The notification of a user may be via a pseudo interrupt or similar
mechanism, as appropriate in the particular operating systen
environment of the implementation.

L —R T

A user's RECV call may then either be immediately satisfied by a
pending datagram, or the call may be pending until a datagran
arrives,

o

i
ft (Page 26]




February 1979
Internet Datagram Protocol

GLOSSARY

1822

BBN Report 1822, "The Specification of the Interconnection of
a Host and an IMPY., The specification of interface between a
host and the ARPANET.

ARPANET message
The unit of transmission between a host and an IMP in the
ARPANET. The maximum size is about 1012 octets (8096 bits).

ARPANET packet
A unit of transmission used internally in the ARPANET between
IMPs, The maximum size is about 126 octets (1008 bits).

datagram
A logical unit of data, in particular an internet datagram is
the unit of data transfered between the internet module and a
higher level module,
Destination
Tne destination address, an internet header field.
DF
The Don't Fragment bit carried in the type of service field.
Flags

An internet header flield carrying various control flags.

fragment
A portion of a logical unit of data, in particulsr an internet
fragment is a portion of an internet datagram.

Fragment Offset ' ,
This internet header field indicates where in the internet
datagram this fragment belongs.

header .
Control information at the beginning of a message, segment,
datagram, packet or block of data.

Identifiocation

in internet header field identifying value amsigned by the
sender to aid in assembling the fragasnts of a datagran,

(Page 27]
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IHL
The internet header field Internet Header Length is the length
of the internet header measured in 32 bit words.

IMP

The Interface Message Processor, the packet switch of the
ARPANET.

Internet Addreass
A four octet (32 bit) source or destination address consisting
of a Network field and a Local Address field.

internet fragment
A portion of the data of an internet datagram with an internet

header,

internet packet
Either an internet datagram or an internet fragment.

internet datagram
The unit of data exchanged between a pair of interaet modules

(includes the internet header).

leader
Control information at the beginning of a message or block of

data. In particular, in the ARPANET, the control 1nformation
on an ARPANET message at the host-IMP interface,

Local Address
The address of a host within a network. The actual mapping of
an internet local address on to the host addresses in a

network is quite general, sllowing for many to one mappings.

MF
The More-Fragments Flag carried in the internet header Flags
fleld.

module
An implementation, usually in software, of a protocol or other
procedure,

more-f{raguenta-flag

A flag indicating whether or not this internet packet contains
the end of an internet datagram, carried in the internet
header Flags field.

(Page 28]
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NFB

cctet

Options

packet

Padding

Protocol

Rest

RTP

Source

TCP

Internet Datagram Protocol
Glossary

The Number of Fragment Blocks in a portion of an internet
packet. That is, the length of a portion of data measured in
8 octet uniis.

An eight bit byte,

The internet header Options field may contain several options,
and each option may be several octets in length, The options
are used primarily in testing situations, for example to carry
timestamps.

A package of data with a header which may or may not be’
logically complete. More often a physical packaging than a
logical packaging of data.

The internet header Padding field is used to ensure that the
data begins on 32 bit word boundary. The padding is zero.

The next higher level protocol identifier, an internet header
field.

The 3 octet (24 bit) local address portion of an Internet
Address,

Real Time Protocol: A host-to-host protccol for erumunication
of time critical inrormation,

The source address, an internet header field.

Transmission Control Protocol: A host-to-host protocol for
reliasble communication in internetwork environments,

Total Length
The internet header field Total Length is the length of the
pucket in octets including internet header and data.
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Type of Service
An internet header field which indicates the type {(or quality)

of service for this internet packet,

Version
The Version field indicates the format of the internet header,

XNET

A cross-net debugging protocol.

A1
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